What is claimed is 



1. An apparatus for encrypting 64 w bit plain text blocks, 
comprising"; | 

5 Input buffering means for receiving a plain text block 

byts-by-byts and outputting a first and a second 32-bit plain 
text blocks in re'sponse to a first Clock; 

encryption means for performing time multiplexed 
encryption of thje first and the second 32-bit plain te^t 
10 blocks in response to the first clock and a second clock, 
thereby generating a first and a second 32-bit cipher text 
blocks; and 

output bjuf f ejring means for receiving th« first and the 

i 

second 32-bit cipher test blocks in response to the second 
15 clock and outputting eight 8-bit cipher text blocks. 

2. The apparatus as recited in claim 1, wherein the 
encryption means includes: 

a cipher- function unit for receiving the first and the 
20 second 32-bit pl.a^n text blocks from the input buffering 

to the first clock> encrypting the first 
and the secohd 32-bit plain text blocks using a first a 
second subkeys respectively, and outputting a first encrypted 
32-bit block 'in 'response to the first clock and a second 
25 encrypted 32-bit block in response to the second clook/ 

a first XOR unit for performing XOR operation of the 
first encrypted 32-bit block and the second 32-bit plain text, 
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means m response 
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thereby generating 
a second XOR. 



second encrypted '32-bit block and the first 32-bit plain text, 



thereby generating 
a left regist 



a first encrypted block; 

unit for performing XOR operation of the 



a second cipher' block; 

er for storing the second cipher block and 



outputting the second cipher block to the cipher function 

unit in response to the first clock; and 

■ 1 I 

a right aregiisjter for storing the first cipher block and 
outputting the fip^t cipher block to the cipher function unit 
in response to the! second clock. 



3. The appar 

1 i 

second clock is an 



atus as recited in claim 2 r wherein the 
inverse signal of the first clock. 



4_ The apparktus as recited in claim 3 r wherein the 

I j 

cipher function unit includes; 

■ i 

a first expahslon permutation unit for performing an 

j i 

expansion permutation of the left 32-bit plain text block to 
generate a first block; 

! i 

a second expansion permutation unit for performing an 
expansion permutation of the right 32-bit plain text block to 
generate a second: jl8-bit block; 

a third : X0R| (unit for performing XOR operation of the 
first 48-bit blockj and the first subkey from a key scheduler, 

thereby generating ■ a first XORed 48-bit block; 

; i 

a fourth' XOR j unit for performing XOR operation of the 
second 48-bit blJck and the second subkey from the key 
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scheduler, thereby, generating a second XORed 48-bit block; 

a multiplexer for selecting one of the first and the 

second XORed'' 4 8-kjit blocks and outputting a XORed 48-bit 

i i 

block in accordance a control signal; 
5 a S-Box peririu'tation unit for receiving the XORed 4 8 -bit 

block from rhe multiplexer and ourpurring 32-bit data block; 

a P-Bok 'permutation unit for permuting the 32-bit data 

block from thja S-Biox permutation unit to generate a permuted 

, i 

32-bit block; ■ and, | 

i 1 I 

10 a demultiplexer for outputting the permuted 32-bit block 

to one of two output ports in accordance with the control 

signal. ; 

i 

] 

I 

5. The apparatus as recited in claim 4, wherein the key 
15 scheduler includes j: 

a first 1 schiejduling means for receiving a 56-bit key 
block and genbratilng the first subkey in accordance with the 
first clock; and ; \ 

a second! scheduling means for receiving the 56-bit key 
20 block and generating the second subkey in accordance with the 
second clock- . 

I 

6. The apparatus as recited in claim 5, wherein the 
first key scheduling means includes: 

25 a first permutation choice unit for permuting the 5 6-bit 

key block; \ 

a first register for storing left 23 bits among the 56- 
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bit key bloqk frjsm the first permutation choice unit in 

accordance with thj& first clock; 

i 

a second register for storing right 28 bits among the 
56-bit key black, trom the first permutation choice unit in 
5 accordance with the first clock; 

two shifters,, each for shifting the 28 bits stored m 
the first and the j second registers by a predetermined number 
of bits; and j 

a second permutation choice unit fox permuting the 28 
10 bits stored in the first and the second registers, thereby 
generating the first subkey. 

7. The apparatus as recited in claim 6, wherein the 
second key scheduling means includes: 
IS a third permutation choice unit for permuting the 5 6-bit 

key block; j 

a third register for storing left 23 bits among the 56- 
£>±t key 3d lock ffcbm the third permutation choice unit in 
accordance with th^ second clock; 
20 a fourth register for storing right 2 9 bite among the 

56-bit key block from the third permutation choice unit in 

i 

i 

accordance with the second clock; 

i 

two shifters, j each for shifting the 28 bits stored in 
the third and the jfourrh registers by a predetermined number 

25 of bits; and i ti \ 

' j 

a fourth; permutation choice unit for permuting the 2 8 
bits stored in th4 third and the fourth registers, thereby 

i 
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generating the second subkey 
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